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Abstract: [Objective] Complex and changeable network attack activities bring severe challenges to network
security. Introducing the knowledge graph into the field of network security is helpful to security
situation depiction, security decision-making support, and early warning prediction. [Methods] This
paper summarizes the research progress of knowledge graph technology at home and abroad and its
application in the field of network security. [Results] On this basis, this paper expounds the technical
framework of constructing the network security knowledge graph, defines the network security
ontology model, uses the method of deep learning to extract entities and relations, uses rule-based
and knowledge-based representation methods to carry out graph reasoning, and achieves the network

security knowledge complement and analysis mining.
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