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Abstract

Graph Neural Networks (GNNs) are a class of deep
learning-based methods for processing graph domain in-
formation. GNNs have recently become a widely used
graph analysis method due to their superior ability to
learn representations for complex graph data. However,
due to privacy concerns and regulation restrictions, cen-
tralized GNNs can be difficult to apply to data-sensitive
scenarios. Federated learning (FL) is an emerging tech-
nology developed for privacy-preserving settings when
several parties need to train a shared global model col-
laboratively. Although many research works have ap-
plied FL to train GNNs (Federated GNNs), there is no
research on their robustness to backdoor attacks.

This paper bridges this gap by conducting two types
of backdoor attacks in Federated GNNs: centralized
backdoor attacks (CBA) and distributed backdoor at-
tacks (DBA). CBA is conducted by embedding the same
global trigger during training for every malicious party,
while DBA is conducted by decomposing a global trig-
ger into separate local triggers and embedding them into
the training dataset of different malicious parties, re-
spectively. Our experiments show that the DBA attack
success rate is higher than CBA in almost all evaluated
cases, while rarely, the DBA attack performance is close
to CBA. For CBA, the attack success rate of all local trig-
gers is similar to the global trigger even if the training
set of the adversarial party is embedded with the global
trigger. To further explore the properties of two back-
door attacks in Federated GNNs, we evaluate the attack
performance for different trigger sizes, poisoning inten-
sities, and trigger densities, with trigger density being the
most influential.

1 Introduction

Graph Neural Networks, which generalize traditional
deep neural networks (DNNs) to graph data, pave a
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new way to effectively learn representations for complex
graph-structured data [39]. Due to their strong represen-
tation learning capability, GNNs have demonstrated re-
markable performance in various domains, e.g., drug dis-
covery [42} 24], finance [37,[7], social network [11}[14]],
and recommendation systems [45, [10]. Usually, GNNs
are trained through centralized training. However, be-
cause of privacy concerns, regulatory restrictions, and
commercial competition, GNNs can also face challenges
when centrally trained. For example, the financial in-
stitution may utilize GNN as a fraud detection model,
but they can only have transaction data of its regis-
tered users (no data of other users because of privacy
concerns). Thus, the model is not effective for other
users. Similarly, in a drug discovery industry that applies
GNNs5s, pharmaceutical research institutions can dramati-
cally benefit from other institutions’ data, but they cannot
disclose their private data for commercial reasons [17]].

Federated Learning is a distributed learning paradigm
that works on isolated data. In FL, clients can col-
laboratively train a shared global model under the or-
chestration of a central server while keeping the data
decentralized [20, [28]]. Therefore, FL is a promising
solution for training GNNs over isolated graph data,
and there are already some works utilizing FL to train
GNNs [17,147,122]], which we denote as Federated GNNs.

Although FL has been successfully applied in do-
mains like computer vision [26} [25]] and language pro-
cessing [S1) [16]], there may be malicious clients among
millions of clients, leading to various adversarial at-
tacks [1,[12]. In particular, limited access to local clients’
data due to privacy concerns or regulatory constraints
may facilitate backdoor attacks on the global model
trained in FL. A backdoor attack is a type of poisoning
attack aiming to manipulate part of the training dataset
with a specific pattern such that the model trained on the
manipulated dataset will misclassify the testing dataset
with the same trigger pattern [27]. For example, a back-
doored image classification model misclassifies images



with specific features to an attacker-chosen class, and
a backdoored word-prediction model predicts attacker-
chosen words for certain sentences.

Backdoor attacks on FL have been recently stud-
ied [L, 12, 41]. However, these attacks are applied in
federated learning on the Euclidean data, e.g., images
and words. Additionally, intensive research has been
conducted on backdoor attacks in GNNs [49, |40, |43]].
These works all focus on GNN models in centralized
training. There is so far no work exploring backdoor at-
tacks in federated learning on graph data. With the in-
creasing application of FL in GNN, it is critical to ex-
plore how backdoor attacks behave in Federated GNNGs,
and, more importantly, how can we exploit the FL’s dis-
tributed learning methodology to implement backdoor
attacks in Federated GNNs.

This paper conducts two backdoor attacks in FL: cen-
tralized backdoor attacks [41]] and distributed backdoor
attacks [41]. In the first attack, the attacker embeds the
same global trigger to all adversarial clients, while in the
second one, the adversary decomposes the global trigger
into several local triggers and embeds them to different
malicious clients, respectively. In the distributed back-
door attack, we assume two attack scenarios - honest
majority attack scenario and malicious majority attack
scenario to explore the impact of the percentage of ma-
licious clients on the attack performance. Furthermore,
since it is an NP-hard problem for graph data to decom-
pose a graph into subgraphs [8], we first generate local
triggers and then compose them to get the global trigger
used in CBA.

Through extensive experiments on several real-world
datasets, our main contributions and findings can be sum-
marized as follows:

* We explore two kinds of backdoor attacks in Feder-
ated GNNs. Based on the experiments, we find that
the distributed backdoor attack on Federated GNNs
is more effective or (at least) similar to the central-
ized backdoor attack. To the best of our knowledge,
this paper is the first work studying backdoor at-
tacks in Federated GNNS.

¢ We find that in the centralized backdoor attack, al-
though the adversarial local model is commonly
implanted with the global trigger, the final global
model can also attain promising attack performance
with any local trigger. Since this phenomenon is
not consistent with the related works, we provide
further experiments to explain it.

* We perform comprehensive analysis and ablation
studies on several trigger factors in two kinds of
backdoor attacks, including the trigger size, poison-
ing intensity, and trigger density. We find trigger
density is the most influential one, and these factors
have little impact on the clean testing accuracy.

2 Background

2.1 Federated Learning

Federated Learning enables n clients to train a global
model w collaboratively without revealing local datasets.
Unlike centralized learning, where local datasets have to
be collected by a central server before training, FL per-
forms training by uploading the weights of local models
({w'| i € n}) to a parametric server. Specifically, FL aims
to optimize a loss function:
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where L;(w) and k; are the loss function and local data
size of i-th client, respectively. P; refers to the set of data
indices with size k;.
At t-th iteration, the training of FL can be divided into
three steps:
* Global model download. All clients download the
global model w; from the server.
* Local training. Each client updates the global
model by training with their datasets: wi < w' —
n % where 1) and b refer to learning rate and
local btatch, respectively.
» Aggregation. After the clients upload their local
models {w! | i € n}, the server updates the global

model by aggregating the local models: w;;| <

L
Y W
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2.2 Graph Neural Networks

Recently, Graph Neural Networks (GNNs) have achieved
significant success in processing non-Euclidean spatial
data, which are very common in many real-world sce-
narios. Unlike traditional neural networks, e.g., convo-
lutional neural network (CNN) and recurrent neural net-
work (RNN), GNNs can work on graph data.GNNs take
a graph G = (V,E,X) as an input, where V,E,X denote
nodes, edges, and node attributes, and learn a represen-
tation vector (embedding) for each node v € G, z,, or the
entire graph, zg.

Modern GNNs follow a neighborhood aggregation
strategy, where one iteratively updates the representation
of a node by aggregating representations of its neigh-
bors. After k iterations of aggregation, a node’s repre-
sentation captures both structure and feature information
within its k-hop network neighborhood. Formally, the k-
th layer of a GNN is (e.g., GCN [21], GraphSAGE [[15],
and GAT [36]):

(k) (k=1)

20 =@V, A s ue Y)Y e K] (2)
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Figure 1: Overview of backdoor attacks on FL.

where z&k) is the representation of node v computed in

the k-th iteration. .4 are neighbors of node v, and the
AGG(-) is an aggregation function that can vary for dif-

ferent GNN models. zio) is initialized as node feature,
while o is an activation function.

For the node classification task, the node representa-
tion z, is used for prediction. For the graph classification
task, the READOUT function pools the node representa-
tions for a graph-level representation z:

26 = READOUT (z,;v € V). 3)

READOUT can be a simple permutation invariant func-
tion such as summation or a more sophisticated graph-
level pooling function [46l |48]. In this paper, we focus
on GNNss for the graph classification task.

2.3 Backdoor Attacks on Federated Learn-
ing

Backdoor attacks aim to make a model misclassify a
preset-specific label while other classification results be-
have normally. Attackers poison the model by injecting
triggers into the training dataset, and they can activate
these triggers in the testing phase. Once activated, the
model’s output becomes the targeted label pre-specified
by the attacker to achieve the malicious intent purpose
(such as misclassification).

Backdoor attacks are common in FL systems with
multiple training dataset owners. Specifically, the ad-
versary </ manipulates one or more local models to ob-
tain poisoned models W' that are then aggregated into
the global model G, and thus affect its properties. Fig-
ure [T] shows two common techniques used in backdoor
attacks in FL: 1) data poisoning where ./ manipulates
local training dataset(s) Df(ml used to train the local
model 31} 41]], and 2) model poisoning where 2/ ma-
nipulates the local training process or the trained local
models themselves [[1]]. In this work, we follow the data
poisoning to implement backdoor attacks in Federated
GNNG .

3 Problem Formulation

3.1 Overview

FL is a practical choice to push machine learning to
users’ devices, e.g., smart speakers, cars, and phones.
Usually, federated learning is designed to work with
thousands or even millions of users without restrictions
on eligibility [1]. This means that training machine
learning models on users’ devices creates a new attack
threat when some users are malicious. As stated in [3],
training with multiple malicious clients is now consid-
ered a practical threat by the designers of federated learn-
ing.

Because of the data privacy guarantee among the
clients in the federated learning, local clients can modify
their local training dataset without being noticed. Fur-
thermore, existing federated learning frameworks do not
provide a functionality to verify whether the training on
local clients has been finished correctly. Consequently,
one or more clients can submit their malicious models
trained for the assigned task and backdoor functionality.

3.2 Threat Model

Unlike traditional machine learning benchmarking
datasets, graph datasets and real-world graphs may ex-
hibit non-independent and identical distribution (non-
i.i.d) due to factors like structure and feature heterogene-
ity [17]. Therefore, following the FL assumptions, we
assume that graphs among K clients are non-i.i.d. dis-
tributed. Additionally, the clients engaging in training
can be divided into honest and malicious clients. All
clients strictly follow the FL training process, but the
malicious client(s) will inject graph trigger(s) into their
training graphs. We also assume the server is conduct-
ing model aggregation correctly. Our primary focus is
to investigate backdoor attack effectiveness on Federated
GNNs, so we adopt two backdoor attack methods as de-
fined below.

Definition 1 (Distributed Backdoor Attack (DBA).)
There are multiple malicious clients, and each of them
has its local trigger. The local triggers are injected
into multiple malicious clients’ local training datasets.
All malicious clients have the same backdoor task. An
adversary </ conducts DBA by compromising at least
two clients in FL.

Definition 2 (Centralized Backdoor Attack (CBA).)

A global trigger consisting of local triggers is injected
into one client’s local training dataset. An adversary <7
conducts CBA by usually compromising only one client
in FL.



Adversary’s capability. We assume the adversary .7/
can corrupt at most K clients to perform DBA. We per-
form a complete attack in every round, i.e., the attacker
consistently performs a backdoor attack, following the
attack setting in [41]. However, the adversary cannot im-
pact the aggregation process on the central server, nor the
training process or model updates of other clients.

Adversary’s knowledge. We assume that the adver-
sary 7 knows compromised clients’ training dataset and
the distribution of the complete dataset. In this context,
the adversary can generate local triggers by following
Algorithm [3] More specifically, the attacker samples the
local training dataset of the non-target label with poi-
soning rate r and injects trigger graph into the sampled
dataset. Additionally, the attacker relabels the sampled
dataset with an attacker-chosen target label.

Besides, we follow the original assumptions of FL.
The number of clients participating in training, model
structure, aggregation strategy, and global model of each
iteration is revealed to all clients, including malicious
clients.

Adversary’s goal. Unlike some non-targeted at-
tacks [32] aiming to deteriorate the accuracy of the
model, the backdoor attacks studied in this paper aim to
make the global model misclassify the backdoored data
samples into specific pre-determined labels (i.e., target
label y,) while not affecting the accuracy on clean data
samples.

In distributed backdoor attacks, each malicious client
injects its local trigger into its local training dataset to
poison the local model. Therefore, DBA can fully lever-
age the power of FL in aggregating dispersed information
from local models to train a poisoned global model. As-
suming there are M malicious clients in DBA, each has
its local trigger. Each malicious client i in DBA indepen-
dently implements a backdoor attack on its local model.
The adversarial objective for each malicious client i is:

wi” _argmln Z f(wi_ 1 (D] k) )
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where the poisoned training dataset Dmgger and clean
training dataset Ddean satisfy Dmgger UD’C Jean = D;Wd

and D;”gger ﬂDlClwn =o. Dlocal is the local training
dataset of client i. ® is the function that transforms the
clean data with non-target label into poisoned data using
a set of trigger generation parameters k'. In this paper, k'
consists of trigger size s, trigger density p, and poison-
ing intensity r: kK = {s,p,r}. The detailed explanation of
these parameters is in Section[4.2] We will explore the re-
lated backdoored data generation factors in Section 5.4}

Unlike DBA, in which there are multiple malicious
clients, there is only one malicious client in CBA[H CBA
is conducted by embedding a global trigger into a ma-
licious client’s training dataset. The global trigger is a
graph consisting of local trigger graphs used in DBA as
explained further in Section 4.1} Formally, the adversar-
ial objective of the attacker k in round 7 in CBA is:
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where K is the combination of k.

Finally, utilizing the power of FL in message passing
from local models to the global model, the global model
is supposed to inherit the backdoor functionality.

4 Backdoor Attacks against Federated
GNNs

4.1 General Framework

This section gives a general design description of back-
door attacks against Federated GNNs. We focus on
subgraph-based (data poisoning) backdoor attacks and
the graph classification task. To perform a subgraph-
based backdoor attack on GNNs, the adversary needs
to generate graph trigger(s). We adopt the Erd6s-Rényi
(ER) model [13] generating triggers for attackers. At-
tackers can perform DBA or CBA according to different
scenarios and security assumptions. In the former, multi-
ple malicious clients engage in attacking and inject local
triggers into corresponding malicious clients’ local train-
ing datasets. The latter is conducted with only one ma-
licious client, whose training data is poisoned with the
global trigger that consists of local triggers used in DBA.
We provide the notations used throughout the paper in
Table[1l

Figure [2]illustrates the framework of two backdoor at-
tacks in Federated GNNs - distributed backdoor attack
and centralized backdoor attack.

Distributed Backdoor Attack. For the distributed
backdoor attack in Federated GNNs, we assume there are
M malicious clients among K clients in total, as shown
in Figure Pfa). Each malicious client embeds its local
training dataset with a specific graph trigger to poison its
local model. For instance, in Figure a), each malicious
client has a local trigger highlighted by a specific color

'In practice, the centralized attack can poison more than one client
with the same global trigger, as mentioned in [1]. Here, we assume
there is one malicious client
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Figure 2: Attack Framework.

(i.e., orange, green, red, yellowﬂ Through training with
these poisoned training datasets, the poisoned local mod-
els are uploaded to the server to update the global model.
The final adversarial goal is to use the global trigger to at-
tack the global model. We define each malicious client’s
graph trigger as the local trigger and the combined whole
trigger as the global trigger. Algorithms [T] and [2] illus-
trate the distributed backdoor attack in Federated GNNs.
We conduct experiments for both malicious majority and
honest majority settings to explore the impact of differ-
ent percentages of malicious clients on the attack success
rate. We provide additional motivation for considering
malicious majority setting in Section [6]

Centralized Backdoor Attack. Unlike DBA con-
ducted with multiple malicious clients, CBA usually per-
forms the attack by only one malicious client. CBA is a
general approach in a centralized learning scenario. For
example, in an image classification model, the attacker
poisons the training dataset with a certain trigger so that
the model will misclassify the data sample with the same
trigger into the attacker-chosen label. As shown in Fig-
ure 2b), the malicious client embeds its training dataset
with the global trigger highlighted by four colors. This
global trigger consists of local triggers used in DBA, as
shown in Line 5 of Algorithm[2] Specifically, the attacker
in CBA embeds its training data with four local patterns,
which together constitute a complete global pattern as
the backdoor triggexE]

In this paper, to compare the attack performance be-
tween the distributed backdoor attack and centralized
backdoor attack in Federated GNNs, we need to make
sure the trigger pattern in CBA is the union set of lo-
cal trigger patterns in DBA. We can use two strategies:
1) first generate local triggers in DBA and then combine

2 Although we here use the triangle as the graph trigger for each
malicious client, in practice the local trigger are more complex and
different from each other.

3Here, the four colors are only used to denote four trigger patterns.

Table 1: Notations used in this paper.

Notations | Descriptions

Vi target label

G; joint global model at round ¢

E local epochs

K number of clients

M number of malicious clients

Cp,Cn honest clients, malicious clients

Djocar client’s local training dataset splitted from dataset
Dtrain

Dyest testing dataset splitted from dataset D

Lglobal global trigger

Hocal local trigger

wk client £’s local trained model at round ¢

r poisoning ratio

s number of nodes in graph trigger

P edge existence probability in graph trigger

Dyrigger dataset with trigger embedded

Diean clean training dataset

Dpackdoor | backdoored training dataset

B local minibatch size

n learning rate

them to get the global trigger, or 2) first generate a global
trigger in CBA and then divide it into M local triggers.
We utilize the first strategy as it is an NP-hard problem
to divide a graph into several subgraphs [8]. Thus, in dif-
ferent attack scenarios (i.e., honest majority or malicious
majority attack scenarios), the CBA performance is dif-
ferent since the global trigger has been changed due to
the different number of malicious clients.

4.2 Backdoored Data Generation

As mentioned in Section f.1| we use Erd6s-Rényi (ER)
model to generate the graph trigger. The process of
backdoored data generation is illustrated in Algorithm 3]



Algorithm 1: Distributed Backdoor Attacks in
Federated GNNs

1

2
3
4
5

6
7
8
9

10
11
12
13
14

15
16
17
18

Input: Dataset D, Target label y,
Output: Backdoored Global model G, 1, global

trigger tglobal

Function DBA():

Ch,Cp < ClientSplit(Clients)
Diocats Drest < DataSplit(D)
tglobal — g
Server executes:
initialize Gy, f = False
foreach roundt =0,1,2,... do
foreach client k € (C, UCy,) do

Wf = Gt

if k € C,;, then

‘ f=True

end

wi‘H < ClientU pdate(k, wi‘,f7 telobal)
end

k
K w
Gry1 < Zkzl 7};]

end

End Function
return Gy 1,%g/0pal

Algorithm 2: ClientUpdate

Input: Client k, Local training dataset Dy,,.,;, Current

global model w, flag f, global trigger tg/opq

Output: Updated model w

1 Function ClientUpdate():

D-T- I B Y I N

e
-

12

if fis True then
tiocal < GenerateTrigger(s,p)
Djocar < BackdoorDataset (Dlocalvtlocalvyt)
Lelobal = Tglobal Ullocal
end
B < (split Dy,eq into batches of size B)
foreach local epoch i from 1 to E do
foreach b € % do
| wew—nvi(wb)
end
end

13 End Function
14 return w

There are several important factors for the generation of
backdoored data: trigger size s, trigger density p, and
poisoning intensity r [49].

Trigger Size s: the number of nodes of a local graph
trigger. Here, we set the trigger size s to be the Y fraction
of the graph dataset’s average number of nodes.

Trigger Density p: the complexity of a local graph trig-
ger, which ranges from O to 1 and is used in the Erdés-
Rényi (ER) model to generate the graph trigger.
Poisoning Intensity r: the ratio that controls the per-
centage of backdoored training dataset among the local
training dataset.

Since these factors affect the attack performance dra-
matically, we explore their impact in[5.4}

Algorithm 3: BackdoorDataset

Input: Local Training Dataset Djycq = {xi,yi}le,
Target label y; € [0,C), local trigger ;¢4
Output: Backdoored Training Dataset Dp;ckqo0r
1 Function BackdoorDataset ():

2 Dtrigger — 9

3 Dlmp «— sample(Dlocalv LYy 7é yl)

4 Dejean = {data € Dyyeq : data & Dyyp }
5 foreach d € Dy, do

6 x =AddTrigger(d[x],tjocal)

7 Y=

8 Dtrigger = Dtrigger U {Ly}

9 end

End Function

Dbackdoor = Dcleun U Dtrigger
return D backdoor

=
N o= 2

5 Experiments

5.1 Experimental Setting

We implemented federated learning algorithms using the
PyTorch framework. All experiments were run on a
server with 2 Intel Xeon CPUs, one NVIDIA 1080 Ti
GPU with 32GB RAM, and Ubuntu 20.04 LTS OS. Each
experiment was repeated ten times to obtain the average
result.

Dataset. We use three publicly available graph
datasets: MOLT-4H [44], NCI1 [29], and PRO-
TEINS_full [4]. Table E] provides the detailed statistics
for these datasets.

Dataset splits. For each dataset, we randomly sample
80% of the data instances as the training dataset and the
rest as the testing dataset. The training dataset is further
split into K parts and assigned to K different clients as
the local training dataset. As mentioned in Section [4.2]
the backdoored data is generated according to several pa-
rameters: trigger size s, trigger density p, and poisoning



Table 2: Datasets statistics.

Datasets # Graphs [ Avg. # nodes [ Avg. #edges | Classes Class Distribution

MOLT-4H 39,765 46.70 48.73 2 36,625[0], 3, 140[1]

NCI1 4,110 29.87 32.30 2 2,053[0],2,057[1]
PROTEINS_full 1,113 39,06 72.82 2 663[0],450[1]

intensity r. We set the trigger size s as Y fraction of the
graph dataset’s average number of nodes. Once the graph
trigger is generated, we sample the r fraction of the lo-
cal training dataset (with non-target label) to embed the
graph trigger. In this paper, except in Section where
we analyze the effect of trigger factors, we set trigger fac-
tors as follows: Y= 0.2, p = 0.8, and r = 0.2, according
to the tuning results from the ablation study.

Models and evaluation metrics. In our experiments,
we use four state-of-the-art GNN models: GCN [21]],
GAT [36], GraphSAGE [15]], and GatedGCN [55]].

We use the artack success rate (ASR) to evaluate the at-
tack effectiveness, as shown in Algorithmf] Specifically,
we embed the testing dataset with local triggers or the
global trigger and then calculate the ASR of the global
model on the poisoned testing dataset. Here, we only em-
bed the testing dataset of the non-target label with trig-
gers to avoid the influence of the original label. The ASR
measures the proportion of trigger-embedded inputs that
are misclassified by the backdoored GNN into the target
class y; chosen by the adversary. The trigger-embedded
inputs are

Dg, = {(Gl,g,ay1>7 (GZ,gr >)’2)7 ) (Gn,gt 7)’11)} .

Here, g; is the graph trigger, {Gl,gmGZ,g, ...,Gn’g,} is
the testing dataset embedded with graph trigger g;, and
Y1,¥2,. ..,V is the label set.
Formally, the ASR is defined as:
Z;Z:l H(Gbackdoor(Gi,gt) = YI)

Attack Success Rate = )
n

where I is an indicator function and Gpucrgoor refers to
the backdoored global model. Here, the graph trigger g,
can be local triggers or the global trigger.

5.2 Backdoor Attack Results

We evaluate multiple-shot attack [1]], which means that
the attackers perform attacks in multiple rounds, and the
malicious updates are accumulated to achieve a success-
ful backdoor attack. As mentioned in Section we
perform a complete attack in every round, which can
show the difference between DBA and CBA in a shorter
time [41]].

We evaluate the honest majority and malicious major-
ity attack scenarios according to the percentage of ma-
licious clients among all clients. Specifically, we set

Algorithm 4: Evaluate Backdoor Attack

Input: Global Model G;, Testing Dataset D;., Target
label y;, graph trigger g;
Output: Attack Success Rate ASR
Function Evaluation():
Dipmp = d € Dyt if d[y] # y;
foreach d € Dy, do
x =AddTrigger(d[x],g;)
y=MW
Dtmp = Dtmp U {X7Y}
end
End Function
ASR = accuracy(Gy,Dyp)
return ASR

LIRS - N7 B O R S
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<

two and three malicious clients among five clients for
the honest majority and malicious majority attack scenar-
ios, respectively. Here, we set five clients in total due to
the dataset size, e.g., less than 2,000 in PROTEINS_ full.
Each local model will have a smaller training dataset
with more clients, leading to severe overfitting.

In our experiments, we evaluate the attack success rate
of CBA and DBA with the global trigger and local trig-
gers. The goal is to explore:

e In CBA, whether the attack success rate of lo-
cal triggers can achieve similar performance to the
global trigger even if the centralized attacker would
embed a global trigger into the model?

e In DBA, whether the attack success rate of the
global trigger is higher than all local triggers even
if the global trigger never actually appears in any
local training dataset, as mentioned in [41]?

Honest Majority Attack Scenario. The attack results
of CBA and DBA in the honest majority attack scenario
are shown in Figure[3] As we can see from the figure, the
DBA attack success rate with a specific kind of trigger
is always higher than or at least similar to that of CBA
with the corresponding kind of trigger. For example, in
Figure [3'_6], the result for the GAT model, the DBA attack
success rate with the global trigger is higher than CBA
with a global trigger. Based on the result for CBA, sur-
prisingly, we find that the attack success rate of all local
triggers can be as high as the global trigger even if in
CBA, the centralized attacker embeds global trigger into
the model, which is not consistent with the phenomenon
in [41]]. We analyze this phenomenon through further



experiments, shown in Figure [0]

Moreover, in DBA, only the results for the PRO-
TEINS_full dataset show that the attack success rate of
the global trigger is higher than any local trigger, even
if the global trigger never actually appears in any local
training dataset. The only exception happens for the Gat-
edGCN model. This indicates that the high attack suc-
cess rate of the global trigger does not require the same
high attack success rate of local triggers. However, for
the other datasets, the attack success rate of the global
trigger is close to all local triggers. This indicates that
the local trigger embedded in local models can success-
fully transfer to the global model so that once any local
trigger is activated, the global model will misclassify the
data sample into the attacker-chosen target label.

Malicious Majority Attack Scenario To explore the
impact of different percentages of malicious clients on
the attack performance, we experiment with a malicious
majority attack scenario where we assume three mali-
cious clients out of the total of five clients. The attack re-
sults are presented in Figure ] Compared with the hon-
est majority attack scenario, in most cases, the difference
between the attack success rate for DBA and CBA with
the same trigger is more obvious. For instance, based on
the NCI1 dataset and GraphSage model, the DBA attack
success rate with the global trigger in the honest majority
attack scenario is 3.85% higher than CBA. At the same
time, in the malicious majority attack scenario, the ASR
difference is 10.33%.

Moreover, with more malicious clients, in most cases,
the DBA attack success rates are higher for all datasets.
Especially, there is a significant increase for the PRO-
TEINS_full dataset (cf. Figures [3c]and fic). This can be
explained that with more malicious clients, more mali-
cious updates are uploaded to the global model so that
the attack is more effective and persistent. For CBA, the
attack success rate with the global trigger is higher while
the attack performance with local triggers stays at a sim-
ilar level or even decreases. One possible reason is that
more malicious clients mean a larger global trigger, re-
quiring more learning capacity of the model. If there is
not enough learning capacity for every local trigger in
the global trigger, the backdoored model can have poor
attack performance with a specific local trigger but will
behave well with the union set of the local triggers, i.e.,
the global trigger.

Impact of the Percentage of Malicious Clients Al-
though we have analyzed the experiments with the hon-
est majority and malicious majority scenarios, we further
explore the impact of the percentage of malicious clients
on the attack performance by calculating their correlation
coefficient (cc), as shown in Figure E} Recall, M rep-
resents the number of malicious clients, and each num-
ber over the line is the corresponding correlation coeffi-

cient. As we can see from Figure 5] for NCI1 and PRO-
TEINS_full, cc in DBA is larger than CBA, meaning the
increase in M has a more positive impact on DBA than
CBA. This is intuitive because more malicious clients in
DBA means more local models are embedded with local
triggers, while in CBA, it means a larger global trigger
due to more local triggers. Specifically, in DBA, more
malicious clients mean more model weights to learn the
trigger, but in CBA, there is only one attacker, and learn-
ing a larger global trigger can be out of the model’s rep-
resentation capability. The small cc value for Molt-4H
happens since the attack is always successful so more
malicious clients is not beneficial.

Analysis of CBA results In Figure for CBA, the at-
tack success rate of all local triggers can be as high as
the global trigger, which is counterintuitive as the cen-
tralized attack only embeds the global trigger into the
model. To explain these results, we further implement an
experiment where we evaluate the attack success rate of
the global trigger and local triggers in both malicious lo-
cal modelE] and the global model. As shown in Figure@
in the malicious local model, the attack success rate of all
local triggers is already close to the global trigger, which
means that the malicious local model has learned the pat-
tern of each local trigger. After aggregation, the global
model inherits the capacity of local models. Once any
local trigger exists, the global model will misclassify the
data sample into the attacker-chosen target label.

Nevertheless, in [41], for the CBA, the attack suc-
cess rate of all local triggers is significantly lower than
the global trigger. In [41], the malicious local model
learns the global trigger instead of each local trigger, so
the poisoned model can only misclassify the data sample
once there is a global trigger in the data. The different
results in CBA between [41] and our work can be ex-
plained since in [41]], the local triggers composing the
global trigger are located close to each other (i.e., less
than three pixels distance [41]). While in our work, the
location of local triggers is random because a graph is
non-Euclidean data where we cannot put nodes in some
order. Therefore, when the local trigger graphs are fur-
ther away from each other, the malicious local model in
CBA can only learn the local trigger instead of the global
trigger.

5.3 Clean Accuracy Drop

The goal of the backdoor attack is to make the back-
doored model simultaneously fit the main task and back-
door task. Therefore, it is critical that after training with
the poisoned data, the trained model can still behave

4For the centralized backdoor attack, we assume there is one cen-
tralized attacker, so there is only one local model which will be poi-
soned and we define this model as the malicious local model
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Figure 3: Backdoor attack results in the honest majority attack scenario.

normally on untampered data samples. Here, we use
clean accuracy drop (CAD) to evaluate whether the back-
doored model can still fit the original main task. CAD
is the classification accuracy difference between global
models with and without malicious clients over the clean
testing dataset.

CBA and DBA’s final clean accuracy drop results in
the honest majority and malicious majority attack sce-
narios are given in Tables 3] and [] respectively. We can
observe that in most cases, both CBA and DBA have
low clean accuracy drop, i.e., around 2%, and only in
a few cases, there is significant clean accuracy drop, as
shown in Appendix [A] These results imply that the cen-
tralized backdoor attack and distributed backdoor attack
can evade detection effectively.

5.4 Ablation Study

This section studies the backdoored data generation fac-
tors discussed in Section #.2] We only modify one fac-

tor for each experiment and keep other factors the same
as in Section @ For each dataset, we provide the re-
sults for the GraphSage model as an example as those
results are more stable, i.e., have the smallest standard
error. We note that the results for other models are simi-
lar to GraphSage. For each factor, we evaluate the attack
success rate of the global trigger and the testing accuracy
on the clean testing dataset. Here, we illustrate the results
of a distributed backdoor attack in the malicious majority
attack scenario to analyze the effects of each factor. The
results for other attack scenarios are aligned.

Effects of Trigger Size The attack success rate and
testing accuracy with different trigger size values are
shown in Figure As we can see from the ASR re-
sults in Figure[7] a larger trigger size gives a higher at-
tack success rate in DBA, e.g., an obvious increase for
NCII when 7 rises from 0.15 to 0.20. However, when y
is larger than 0.25, ASR is steady or even has a decline
for PROTEINS_full, indicating there is no necessity to
use too large triggers. There is no significant effect of
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Figure 4: Backdoor attack results in the malicious majority attack scenario.

Table 3: Clean accuracy drop of CBA and DBA in the honest majority attack scenario.

CAD(%) GCN GAT GraphSage GatedGCN
i CBA | DBA | CBA | DBA | CBA | DBA | CBA | DBA

MOLT-4H 1.81 1.04 0.03 0.15 0.55 0.87 0.18 0.32

NCI1 2.73 3.87 0.37 1.75 0.91 0.53 2.70 6.45

PROTEINS_full 0.19 2.50 0.72 0.87 3.23 1.82 5.03 6.04

Table 4: Clean accuracy drop of CBA and DBA in the malicious majority attack scenario.

CAD(%) GCN GAT GraphSage GatedGCN
¢ CBA | DBA | CBA | DBA | CBA | DBA | CBA | DBA

MOLT-4H 0.97 1.68 0.57 1.20 0.21 1.79 0.20 0.52

NCI1 2.21 2.50 0.43 0.16 1.74 0.91 3.80 7.93

PROTEINS_full 2.13 0.65 3.44 6.15 0.99 0.85 4.74 7.20
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Figure 6: Centralized backdoor attack results on the ma-
licious local model and global model with different trig-
gers.

trigger size on the testing accuracy of the global model,
implying that in DBA, the trigger size has little impact
on the original main task.

Effects of Trigger Density As we can see from Fig-
ure 8] ASR for NCI1 improves from 64.9% to 90.8%
when trigger density increases from 0.20 to 0.50. This
is because the average complexity of the NCI1 dataset
is 0.15 [33]. If the trigger density is set close to this
value, the difference between the original graph and trig-
ger graph is hard to distinguish. Still, the testing accu-
racy of the global model has negligible fluctuation with
the increase of trigger density. We leave as a future chal-
lenge to explain why we do not see such behavior in the
other cases.

Effects of Poisoning Intensity The effects of poison-
ing intensity on ASR and testing accuracy of the global
model are presented in Figure [0} As the X-axis value
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(poisoning intensity) increases from 0.15 to 0.3, ASR for
NCII first has a large increase and then remains stable.
Intuitively, a backdoor attack can perform better with
more poisoned data. However, too large poison ratios
mean that the malicious local models spend more time
learning the backdoor task (i.e., less time on the main
task), leading to the failure of the global model in the
main task. For example, in NCI1, the testing accuracy
drops from 82.5% to 78.6%.

As we can see in Figures [7)and [§] there is no signifi-
cant drop in the testing accuracy with an increase in the
trigger size and trigger density. On the contrary, in the
backdoor attacks in centralized GNNs [43], as trigger
size increases, the testing accuracy decreases. This can
be explained as, in FL, the influence of backdoor func-
tionality on the main task is weakened by the aggregation
of local models.

6 Related Work

Backdoor Attacks in GNNs Several recent works have
conducted backdoor attacks on GNNs. Zhang et al. pro-
posed a subgraph-based backdoor attack on GNNs for
the graph classification task [49]. Xi et al. presented
a subgraph-based backdoor attack on GNNs, where this
attack could be instantiated for both node classification
and graph classification tasks [40]. Xu et al. [43] inves-
tigated the explainability of the impact of the trigger in-
jecting position on the performance of backdoor attacks
on GNNs, and proposed a new backdoor attack strategy
for the node classification task. All current attacks are
implemented in centralized training for GNNs. There
is no work exploring the backdoor attacks in distributed
training for GNNs, e.g., Federated GNNs.

Federated Learning on GNNs FL has gained increas-
ing attention as a training paradigm where data are dis-
tributed at remote devices and models are collaboratively
trained in a central server. While the FL has been widely
studied in Euclidean data, e.g., images, texts, and sound,
there are increasing studies about FL in graph data. FL
on graph data was firstly introduced in [23]], where each
client is regarded as a node in a graph. When it comes
to detecting financial crimes (e.g., fraud or money laun-
dering), traditional machine learning tends to lead to se-
vere overreporting of suspicious activities. Thanks to the
reasoning ability of the graph neural network, its advan-
tages can be well-reflected. Considering the need for pri-
vacy, [35] proposed the framework for Federated GNNs
to optimize the machine learning model. Besides, other
research works [19} 150, [38] have been dedicated to en-
hancing the security of Federated GNNs. Specifically, by
using secure aggregation, [19] proposed a method to pre-
dict the trajectories of objects via aggregating both spa-
tial and dynamic information without information leak-
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Figure 9: Effects of poisoning intensity on attack success rate and testing accuracy.

age. Furthermore, by using differential privacy, [50]
and [38] put forward a framework to train Federated
GNNs for vertical Federated Learning and recommen-
dation system, respectively. Moreover, SpreadGNN was
proposed in [18] to perform FL without a server. Al-
though there is an increasing number of works on FL
for graph data, the vulnerability of Federated GNNs to
backdoor attacks is still not sufficiently explored.

The Security Assumption of Malicious Majority
Clients Recently, Cao et al. took into account the sit-
uation of backdoor attacks in the malicious majority of
clients and proposed a method of defense-FLTrust [6].
Before training begins, an honest server collects and
trains on a small dataset. The server takes the updates
obtained by training on a small dataset as the root of trust
in each iteration. It is then compared to the updates up-
loaded by the clients. If the cosine similarity between
them is too small, the updates will be filtered out. With
this approach, the accuracy of the global model remains
equivalent to that of the baseline. Based on FLTrust,
Dong et al. considered setting of two semi-honest servers
and malicious majority clients and proposed FLOD to
ensure that gradients are not leaked on server side [9]].

7 Conclusions and Future Work

This paper explores how backdoor attacks behave in Fed-
erated GNNs: Centralized Backdoor Attack and Dis-
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tributed Backdoor Attack. Through extensive exper-
iments on three real-world datasets and four popular
GNN models, we showed that generally, DBA achieves a
higher attack success rate than CBA. Interestingly, CBA
can reach a similar performance to DBA in some cases.
We showed that in CBA, the attack success rate of local
triggers could be as high as the global trigger even if in
the training phase only global trigger is embedded in the
model. The impact of the percentage of malicious clients
on ASR of DBA is analyzed with correlation, where we
confirm the intuition that more malicious clients lead to
more successful attacks. We also analyzed the critical
backdoored data generation factors to explore their im-
pact on the attack performance and the main task. We
find trigger density is the most influential one. We con-
sider our work to provide novel insights for exploring
adversarial attacks in Federated GNNs, a domain unex-
plored before our work.

For future work, we plan to demonstrate the robust-
ness of DBA and CBA against state-of-art defense mech-
anisms, e.g., [34, 30]. We also plan to explore back-
door attacks in Federated GNNs for the node classifica-
tion task. For example, in a social media app where each
user has a local social network G* and {Gk } constitutes
the latent entire human social network G, the developers
can train a fraud detection GNN model through federated
learning. In such a case, an attacker can conduct a back-
door attack to force the trained global model to classify
a fraud node as benign.
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Testing Accuracy of Clean Model and
Backdoored Model

Figures [I0] and [TT] show the testing accuracy of the
clean model and backdoored models during the federated
learning.
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Figure 10: Testing accuracy in the honest majority attack scenario.
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Figure 11: Testing accuracy in the honest majority attack scenario.
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